FIRST SECURITY ISLAMI BANK LTD.

Amendment on RFP
“Purchasing Vulnerability Assessment tools, Penetration Testing Tools, Web Application
Scanning Tools and Application Security Testing Tools at Data Center”
Invitation Ref No & Date: FSIBL/HO/ICT/0229/2022, 13.04.2022

SECTION A, LOT 1,LOT 2, LOT 3 & LOT 4

SECTION A: General Information

LOT: 1- Common Vulnerability Assessment and Management Tools (Including PCI Internal
Vulnerability Scanning)

LOT: 2- Web Application Scanning (DAST)

LOT: 3- Common Penetration Testing Tools/ Application (Including Network Rpt. Client Rpt, Web
Rpt)

LOT: 4- Application Security Testing Tool

Section D: User Training

ICT Division, Head Office
Plot 12, Block A, Main Road
Bahundhara R/A, Dhaka 1229

April 20, 2022

O



The following amendment provides clarification and updates on the requirement of the project and should be
read as accompanied with the originally published RFP.

[ Section A: General Information
SN Item " Description
Tender Registration Submission | Opening Time
Tender Process Start | End Start End
8 Dates & Times 13.04.2022 12.05.2022 | 12.05.2022 12.05.2022 | 12.05.2022
10.30 AM 02:00 PM | 10:00 AM 03:00 PM | 03:20 PM
[ Section-C ¥

LOT: 1- Common Vulnerability Assessment and Management Tools (Including PCI Internal Vulnerability Scanning)
Bidder Response

SL 4 Required Technical Specification )
No. Complaint Remarks

(Y/N)

The local delivery partner must have minimum delivery experience of at least
12.1 | one (1) corporate clients in Bangladesh where, at least one client must be
running VM solution covering Minimum 2000 IP or more .

Section-C
LOT: 2- Web Application Scanning (DAST)

Bidder Response

SL | ‘Required Technical Specification
No. Complaint

(Y/N)

| Remarks

License to be provided for Minimum 1(One) Web Application- Automated web
3.1 application scanning for SQL injection, XSS, XXE, CSRF, LDAP, CORS, IDOR and
file inclusion vulnerabilities.

Product should be on premises and If offered product has different licensing
solutions (for example perpetual licenses and subscription based licenses), then
3.3 participant will provided separate quotation for perpetual licenses and Annual
Subscription Licenses with three (3) years support from the date of License
Delivery by OEM.

4.0 | Delivery Partner: Minimum Requirement

The local delivery partner must have minimum delivery experience to at least

il One (1) corporate client in Bangladesh of the offered solution. | |
Section-C
LOT: 3- Common Penetration Testing Tools/ Application (Including Network Rpt. Client Rpt, Web Rpt)
Bidder Response
SL Required Technical Specification
No. Complaint

Remarks
(Y/N)

5.2 The software must able to test for all OWASP Top Ten 2021 Web Application
vulnerabilities

7.2 The solution must assess the exploitability of networks encrypted with IEEE
802.11, WEP, WPA, WPA-2 and WPA-3

| 10.1 | Minimum single user must be able to scan multiple IP in multiple workspace.

11.1 | The local delivery partner must have minimum delivery experience to at least
one (1) corporate clients in Bangladesh of the offered solution.

12.0 | Renewal of Exiting Penetration Testing Tools

12.1 | Participant are requested to provided separate financial offer for exiting
| “Metasploit” Penetration Testing Tools for 3 (Three) years.




Section-C
LOT: 4- Application Security Testing Tool

Bidder Response
SL Required Technical Specification
No. Complaint Raviaiks
(Y/N)
2.1 The Solution should provide Automated Source Code Security Review
3.1 The solution should support wide range of programming languages including
languages like: Java, J2SE, J2EE, JSP, C#, VB.NET, JavaScript, MVC, NodeJs,
VBScript, PL\SQL, Oracle, MSSQL, MySQL, Kotlin, Flatter, HTML 5, ASP, VB6,
C/C++, PHP, Ruby, Perl and Python
12.1 | The local delivery partner must have minimum delivery experience to at least
One (1) corporate clients in Bangladesh of the offered solution.
Section D: User Training
plabis Requirements Quoted Remarks
Specification
. The local bidder shall provide Training registration for at least Three (3)
2. persons to access and exam voucher to any internationally recognize and
Accredited Training Course on Vulnerability Assessment and Penetration
Testing.




